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R&S®CMWcards simplifies the creation
of wireless signaling tests

Customized operating concepts

and programming interfaces

The R&S®CMW 500 wideband radio communication tester

has truly earned the right to be called a multistandard test
platform. Thanks to its wide range of test capabilities, the
R&S®CMW500 can thoroughly test user equipment for com-
pliance with practically all wireless communications standards
—as an RF and signaling protocol tester in development or as
a production tester.

The tester comes with customized operating concepts and
programming interfaces for all of these complex applications.
The RF tester’s front panel man-machine interface (MMI),

for example, has proven its value. This intuitive user inter-
face gives users convenient control of measurements and

Fig. 1

application tests for all major wireless communications stan-
dards. In R&D, the LLAPI/ MLAPI programming interfaces for
C++ and the TTCN-2 / TTCN-3 notation languages commonly
used in conformance testing are the first choice for compli-
ance testing of mobile phone protocol stacks using complex
signaling sequences. However, this requires knowledge of
both programming and protocols. It places an additional bur-
den on developers who need to concentrate on functional
tests and reproducing problems originating from real-world
mobile communications networks and do not always want to
deal with programming testers.

And now they don’t have to. The revolutionary new
R&S®CMWecards user interface, which resembles a card game,
helps users set up functional signaling sequences (Fig. 1).

The R&S®CMW500 with the R&S®CMW-CU control unit. R&S®CMWcards, the revolutionary new user interface shown on the monitor, enables

users to quickly and reliably create functional signaling sequences without programming experience.
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Advantages of R&S°CMWcards

1 Graphical test script development tool

1 No programming knowledge required

1 Hopscotch wizard and clear “playing card rules”

1 Test script creation, parameterization, execution and
analysis in a single tool

1 Inter-RAT procedures for LTE, WCDMA, GSM and
CDMA2000° planned

Playing cards, a visual aid

for setting up test procedures

With the R&S®CMWcards user interface, users simply drag
and drop cards to create and configure wireless communi-
cations cells. The cards make it very easy to represent pro-
tocol procedures and to prepare and parameterize signaling
sequences. A software wizard helps users arrange specifica-
tion-compliant message sequences, interactively guides them
through the test script and warns them of errors. There is no
compilation of programming code. Once the user has finished
creating the scenario, the test case can be immediately exe-
cuted on the R&S°CMW 500.

Clear rules and an intelligent protocol wizard

Like any card game, R&S®CMWcards has rules. Color-coded
cards ensure that the created test sequences are always prac-
tical and useful, even for highly complex protocol proce-
dures. To create a specification-compliant test case, the user
simply has to match the colors on the cards when setting

up the sequence. This is illustrated in Fig. 2. Here, the cards
are placed in a correct sequence. Green is followed by green,
blue by blue, etc.

@ Activate dedi. G@ dle Mode qﬁ Detach "@ Attach Reject (3

WIRELESS TECHNOLOGIES | Testers

RRC CONNECTED
Default Bearer

'RRCIDLE
Default Bearer

Fig. 3 The hop-

scotch wizard sim-

TRANSITION

| | Activate
| dedi. Bearer [}

plifies selection of

the various protocol

procedures.

An additional aid — the hopscotch wizard — abstracts the dif-
ferent user equipment states from the 3GPP specification
into a geometric hopscotch arrangement (Fig. 3). The wizard
reduces the card pool, only offering the cards that put the
DUT into the desired protocol state.

Perfect overview:

card types, parameterization and views
R&S®CMWcards distinguishes between different types of
cards: setup, procedure, general and MMI cards. Setup cards,
for instance, are used to define the environment that will be
tested, e.g. network cells, SIM cards or even channel settings.

The R&S®CMWocards user interface employs an integrated
approach. It combines configuration of the R&S®CMW 500,
setup, execution and monitoring of signaling tests, and pro-
tocol analysis all in a single program. A wide range of views
are provided.

In the parameter view, all configurable parameters can be
graphically set using drop down lists and input fields. The net-
work view shows the test case’s current cell configuration.
And the message sequence chart displays the layer-3 signal-
ing message sequences that are exchanged between the tes-
ter and the device under test (Fig. 4).

B\

Fig. 2 Color-coded cards ensure specification-compliant signaling test scenarios.
3 Registration
E I =

£ — ’? T E.
E L =4 i | 4 z
2’ - g : £ ﬁ

: g g '
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,_L? Registration l@ Activate dedi

ia <4 2

Registration
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The interactive path to success Summary

R&S®CMWcards provides a comprehensive pool of cards R&S®CMWcards closes the gap between callbox-related

for a wide variety of signaling procedures for LTE, WCDMA, applications and the powerful C++ and TTCN protocol test
GSM and CDMA2000°. The user can drag the cards directly frameworks on the R&S®CMW500. The intuitive graphical
from the pool onto the “playing field” and arrange them in a interface is easy to learn and requires no programming expe-
sequence (Fig. 4). The protocol wizard mentioned previously rience, enabling users to quickly and reliably create functional
helps the user create scenarios. R&S®°CMWocards is the ideal signaling sequences.

lab tool, particularly for throughput measurements, handover Manuel Galozy; Thomas Moosburger

tests, inter-RAT procedures and IMS VoLTE, including CS fall-
back (CSFB) and SRVCC. Just like conventional protocol test
cases, the messages transmitted in the test case between the
mobile phone and the network are collected in the message
log. This log can be compared with the expected message
sequence from the message sequence chart.

R&S®CMWcards comes with a large number of sample test
scripts that allow the user to quickly begin testing fundamen-
tal signaling procedures and greatly simplify the creation of
new scripts.

Fig. 4 View of the entire R&S®CMWcards application with card pool, playing field and monitor view (here the message sequence chart, MSC).

LTE Deact. Bearer
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Convenience in the lab: LTE fading
simulator for the R&S®CMW 500

Internal fading simulator in the R&S°CMW 500: example of the remote control command, which calls up the
convenient and time-saving “extended vehicular A” fading profile with 5 Hz Doppler fre-
Practically any standard-compliant and user-defined simu- quency and medium MIMO correlation for LTE:

lations of the fading characteristics of radio channels can

be carried out with an external baseband signal generator For the R&S°*AMU200A

and fading simulator such as the R&S®AMU 200A from SOURce<hws:FSIMulator:STANdard EV5Medium

Rohde&Schwarz. The instrument has a convenient user inter-

face that has been optimized for this purpose and helps users For the R&S°CMW 500

to quickly and reliably define the many parameters that need CONFigure:<FWA>:FADing:FSIMulator:STANdard EV5Medium
to be set.

However, in everyday lab operations the main focus is not
always on such sophisticated user-defined simulations of fad-
ing conditions. In many cases, routine tests using defined
fading profiles from the test specifications including additive

white Gaussian noise (AWGN) are sufficient. For such tests, Fading simulation with the R&S®AMU 200A -

users obviously prefer performing the most important receiver the comprehensive solution for all requirements

measurements directly using the radiocommunications tester. The 3GPP standardization committee has adopted test
specifications that define fading profiles for the different

For this reason, Rohde&Schwarz has developed an integrated mobile radio standards to be used in receiver tests. These

fading simulator for the R&S®CMW 500 wideband radio com- include fading profiles for the following standards:

munication tester. The simulator allows the user to select the 1 LTE TS 36.101 annex B,

required defined fading profiles from the test specifications 1 WCDMA TS 25.101 annex B.2,

and measure the data throughput, the block error rate and the 1 GSM TS 45.005 annex C.3.

channel characteristics (e.g. CQl).
The R&S®AMU 200A baseband signal generator and fad-

The new option provides a high degree of convenience, since ing simulator supports all of the fading profiles defined in

the fading simulator is fully integrated in the user interface the test specifications of the respective mobile radio stan-

and the remote control command set of the R&S®CMW 500. dards. When it comes to performing user-specific tests,

The tester superimposes the fading profile onto the downlink the R&S®AMU 200A is indispensable. It allows users to

signals in the baseband, before mixing them onto the carrier select the parameters of a fading profile and define task-

frequency. Power calibration by the user is not necessary, specific profiles.

because the tester internally balances the insertion loss that

the fading module applies to the downlink signal. To perform the measurements together with the
R&S®CMW 500, the R&S®AMU 200A is connected

In remote control operation, the internal fading simulator is to the tester via the digital TVR290 interface. The

configured using commands that correspond to the signaling R&SCAMU 200A fades the downlink signal and adds the

syntax, but are essentially compatible with the commands AWGN. This is all done digitally in the baseband.

of the R&S®AMU 200A. This is documented by the following

NEWS 207/12 9
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Fading initially for LTE

The R&S®CMWA500 internal fading simulator is initially avail-
able for LTE signaling. Figs. 1 and 2 show the supported fad-
ing profiles and the user interface. Tests with fading are indis-
pensable, particularly in combination with the MIMO function-
ality of LTE, because MIMO reception depends very much on
the channel characteristics. Moreover, the support of MIMO is
mandatory for all LTE terminals in category 2 and above.

The fading simulator can simulate the correlation between the
individual propagation paths. The correlation is used at three

levels in the 3GPP profiles: low, medium, high. Depending on
the intensity of the correlation, it is advisable to use transmit

diversity (transmission mode 2) or spatial multiplexing (trans-
mission modes 3, 4) in LTE.

Fig. 3 shows that with identical fading profiles, measurements
using the R&S®CMW500 with the internal fading simulator pro-
duce practically the same results as measurements using the
R&SPAMU 200A: There is virtually no difference between the
traces of the block error rate versus the signal-to-noise ratio.

Number of Doppler \Y11)Y;[e)
Supported fading profile channel taps | Delay spread (RMS) frequency correlation
Low

Extended pedestrian A (EPA) 7 45ns

Extended vehicular A (EVA) 9 357 ns
Extended typical urban (ETU) 9 991 ns
Channel quality indicator (CQl) 2 318 ns

High-speed train (HST, end of 2012)) 1 -

& cMw

5 Hz Medium

High

Low
30Hlflz Medium

High

Low Fig. 1 The profiles
70 Hz .

Medium supported by the
300 Hz . ) )

High internal fading
0 Hzand 5 Hz - simulator of the
750 Hz -

R&S®*CMW500.

3 @ LTE Signaling Configuration

Li‘_l---lr_lternal Fading
El-Fading Simulator

~{Enable |[™]
----- Profile EVA 70Hz Low -
1| Restart Event Auto |~
----- Start Seed 0
E-Insertion Loss
----- Mode Normal -
----- Insertion Loss 8.6 dB
E-Delay Modes Path Table
----- Doppler Frequency 70 Hz
A E-DL Settings
----- Noise (System BW) Power -57.22 dBm
----- Noise (Total BW) Power -53.44 dBm
----- Signal + Noise (System BW) ... -54.21 dBm

E-Fading Module AWGHN
----- Enable v
----- Min. Noise/System BW Ratio 1.0

----- Noise Bandwidth 10.27 MHz
----- Effective Signal BW 9.00 MHz
----- Signal/Noise Ratio 0.00 dB

#1-Downlink Power Levels

10

LTE 1
TX Meas.

LTE 1
Ext.BLER

Go to...

Routing

Fig. 2 The user inter-
face of the fading

simulator in the
R&S®CMW500.
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EPA, 5 Hz, low correlation, QPSK, TBS idx. 9 ETU, 300 Hz, medium correlation, QPSK, TBS idx. 9
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Fig. 3 Comparison of block error rate measurements for different fading profiles, using the internal fading simulator of the R&S®CMW 500 (red) and the

R&S®AMU 200A fading simulator (blue). TBS idx. 9: transport block size index.

Summary

The fading simulator for the R&S®CMW500 provides the 3GPP
fading profiles for LTE receiver tests. The simulator is an ideal
alternative for users who wish to utilize signaling and fading
in a convenient and user-friendly way in a single instrument,

Fading - the most important details in brief

A common model for emulating a mobile radio channel is
the tapped delay line. The model is generated using a finite
impulse response (FIR) filter with time-dependent filter
coefficients (Fig. 4). It takes into account that clusters of
partial waves of a certain delay t are formed in real propa-
gation scenarios, which results in smearing of the receive
signal in the time domain (delay spread). In addition, the
Doppler effect causes smearing of the receive signal in

the frequency domain (Doppler spread). This is taken into
account in the model by means of suitable spectral form-
ing of the filter coefficients. The Clark bathtub model, often
called the classic Doppler spectrum, is typically used here.
If the real and imaginary parts of the filter coefficients have
Gaussian distribution, this is referred to as Rayleigh fading.
Another important aspect of mobile radio channel simula-
tors is additive white Gaussian noise (AWGN).

at an attractive price. To support the multistandard capabil-
ity of the R&S®CMW500, the simulator is planned to be also
offered for other mobile radio standards (2G, 3G, CDMA2000°®
1xEV-DO).

Thomas Braun; Stefan Schmidt

A fading channel of this type is found between every pair
of transmit and receive antennas in MIMO systems. These
channels are not usually independent, but have a statis-
tical correlation. The correlation is dependent upon vari-
ous parameters, e.g. the type of the antenna arrays at the
transmitter and the receiver, the radiation patterns and the
distance between the antenna elements, as well as the
main reception directions and the power distribution.

Tapped delay line

X(K) r— o

o , [ g
y v v
h, (k) s h (k) by (k)
’ v v
> = y(k)

Fig. 4 FIR fading channel model.
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R&S®FSW: efficient testing of
multistandard base stations

Demanding tests:

measurements on multistandard base stations
3GPP has standardized the measurements on multistandard
BTS in specifications TS 37.104 and TS 37.141 for GSM/
EDGE, WCDMA/UMTS, TD-SCDMA and LTE. TS 37.104
defines the minimum requirements for the air interface, and
TS 37.141 defines the test scenarios. Compared with classic
base stations, the quantity and complexity of test scenarios
for multistandard BTS are significantly more extensive — plac-
ing considerably higher demands on test systems with regard
to measuring speed and adjustable parameters.

Signal and spectrum analyzers such as the R&S®FSW, R&S®FSQ
and R&S®FSV from Rohde &Schwarz can perform the required
transmitter measurements, e.g. spurious emissions, out-of-
band emissions and adjacent channel leakage ratio.

A comprehensive range of application options allows these
measuring instruments to analyze and demodulate the signals
of the GSM, WCDMA, LTE FDD/TDD and TD-SCDMA wire-
less communications standards, effectively covering all of the
test scenarios in TS 37.141. Measuring applications are also
available for CDMA2000° which is widely used throughout
North and South America and parts of Asia.

12

Measurements on multistandard BTS can be problematic:
Since the stations use the same RF components to simulta-
neously transmit different standards on adjacent carriers in
the same frequency band, there is a risk of mutual influence
between the signals. It is vital to identify such interference
during optimization and troubleshooting.

The classic sweep mode is not ideal for such tasks, since the
spectrum and the signals of different standards are sequen-
tially analyzed in this mode. The detector measures the level
at a certain point in time at a certain frequency, and cannot
detect short-term interference outside this range. This makes
it significantly more difficult to identify mutual interference
between the signals. Pulsed, non-correlated signals are partic-
ularly difficult to detect, since a complete pulse may not have
been captured.

The multistandard radio analyzer in the R&S®FSW signal and
spectrum analyzer solves this problem.

The R&S®FSW signal and spectrum analyzer provides an analysis
bandwidth of 160 MHz. Its special operating mode, the multistan-
dard radio analyzer, is indispensable for developers of multistan-
dard wireless communications base stations or frequency-agile
radio systems and their components. This article describes the
MSRA in detail.

The R&S®FSW was presented in detail in NEWS (2011) No. 204 in
a special supplement in the middle of the magazine.



Cost pressures force development of

universal base stations

Base stations that have been specially developed for a spe-
cific standard or a particular frequency band are not in
step with the times. This is due to the rapid development
of wireless communications since the introduction of the
GSM standard 20 years ago: Voice services were soon
followed by data services, and over the course of time
increasingly powerful wireless communications standards
such as UMTS, HSPA+ and LTE have emerged.

Originally, each standard had its own frequency band.
However, depending on the country and the range of
standards that are used there, this situation is becoming

In the MSRA operating mode, the R&S®FSW signal and spec-
trum analyzer fully analyzes the multistandard signal within
the selected frequency and time interval. This makes it easy
to locate interference between signals of different standards.
The MSRA makes it possible to capture signal data with a
200 Msample depth. At an analysis bandwidth of 160 MHz,
data can be captured for up to one second.

MSRA View =2 MSRA Master
Ref Level 0.0 g
Att 5 Freq 1.0 GHz
Y1G By
1 Spectrum

Meas Time
Rec Length

Signal + Spectrum Analyzer

New
Channel

Replace

Current

CDMA2000 BTS

Channel

LTE

1001 pts

1
1xEV-DO BTS
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increasingly blurred: As a result of technical advance-
ments, different standards are sometimes operated on the
same frequency bands — a trend that is certain to continue.

Due to this rapid development, network infrastructures
often have many (expensive) parallel paths. When UTMS
was introduced, most countries already had an extensive
GSM network that could also be used for UTMS. However,
new components also had to be added and these were
often from different manufacturers. Today, network expan-
sion, maintenance and network management for GSM and
UMTS still often take place separately, and are therefore
duplicated — with the associated costs.

When users open a new measuring application on the
R&S®FSW, they decide whether to use the MSRA (Fig. 1). If
they choose to use the MSRA, all other applications that they
open will use the same 1/Q data.

A special feature of the MSRA is MSRA View. In this view, all
measuring windows of the individual applications are displayed
simultaneously, with measurements that have been carried out
at the same time. The analysis line (AL) always has the same

chronological position within the acquired I/Q data block in all
applications, making it easy to identify time correlations.

Multi-Standard Radio Analyzer

3G FDD BTS Analog Demod
GSM 1Q Analyzer

TD-SCDMA BTS

J S b,
¥ i,

o,

.,
Span 20.0 MHz
R 00

2.0 MHz/

Measuring...
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Next, we look at the UMTS measurements using the “3G FDD
BTS" tab (Fig. 3). In this example, the Composite EVM and
EVM vs. Chip measurements have been opened. It is evident
that slot 1 is showing an unexpectedly high EVM value. This
value is an important key attribute when developing and opti-
mizing systems for digital wireless transmission and an indica-
tor of the quality of the digitally modulated signal. Values that
are too high lead to a higher error rate and therefore a slower

The following example demonstrates how the MSRA mode
helps to analyze errors on a multistandard radio signal. First,
we look at the signal in the “MSRA Master” view (Fig. 2). The
signal consists of two GSM carriers, one UMTS carrier and
one LTE carrier. The markers show the limits of the analysis
range of the individual measurements. The individual mea-
surements are opened using the tabs.

MSRA View 2= MSRA Master 3G FDD BTS

Ref Level { Meas Time
Att } z RecLength ¢
1 Spectrum

.!"' LU IPRINP ST Y SRR e [l P r‘w..-»«.m-,m-\w}

\

1001 pts 2.0 MHz/

MSRA View = MSRA Master 3G FDD BTS GSM

Ref Level Freq 1 z Channel Power ==

o Att ] CPICH Slot SymbRate 15k
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I t 14
2 EVM vs Chip /

| |
‘ \ I ' i

— 1
I b | |
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3G FDD BTS

MSRA View == MSRA Master

= Att

s Freq / ARFCN 1.79:
4 Magnitude Ca

Fig. 4 View of GSM
measurement in
MSRA mode. The dis-

play shows the level

sus time. Two

GSN

bursts are visi-
ble. The analysis line
is on the rising edge
of the second GSM

burst.

data rate. As of a certain threshold, which depends on the
type of modulation, data transmission is no longer possible.

A detailed examination reveals that the high EVM value is
caused by defective chip 1878. Since this display is on the
time axis, the orange analysis line can be placed exactly on
this chip and is therefore positioned at 6.31 ms.

By switching to the MSRA view of the GSM measurement
(Fig. 4) with the magnitude capture display (level vs. time),
the offender is revealed. The analysis line at 6.31 ms is now
positioned exactly on the rising edge of the GSM burst. It is
obvious that this edge is the reason for the increased EVM
value of the UMTS signal. Simultaneous analysis of the sig-
nals in MSRA mode enables users to easily identify the cause
of interference in the UMTS signal.

Without the R&S®FSW analyzer's MSRA mode, such an anal-
ysis would be much more complicated. Either a second, time-
synchronized and triggered spectrum analyzer would be
needed, or the captured data would need to be analyzed using
complex external signal processing software. The MSRA mode
makes troubleshooting significantly easier and faster, and only
one measuring instrument is required — the R&S®FSWV.

WIRELESS TECHNOLOGIES | Spectrum / signal analyzers

GSM

Device f Band BTS
Slot Scope

SGL
Count 0/200

05.09.2012
13:51:26

Summary

The advantages of multistandard BTS are obvious: Network
operators can use them to transmit signals of different stan-
dards using the same infrastructure, cutting the cost of instal-
lation, maintenance and management of their networks.

However, multistandard BTS place higher requirements on
measuring systems with respect to measuring speed, adjust-
able parameters and test scenarios, as specified in 3GPP
TS 37.141. Optimization and troubleshooting that extend
beyond the TS 37.141 specification require methods for ana-
lyzing the time correlation between signals of different stan-
dards. Thanks to the combined measurement within a time
and frequency range, the MSRA mode of the R&S®FSW
allows manufacturers of multistandard BTS to visualize errors
that were previously very difficult to detect.

Martin Schmahling
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Scalable infotainment test system —

ready for any task

ROHDE & SCHWARZ TS6110

16

Infotainment components for automobiles and for
the home are becoming increasingly complex. As

a result, test environments for development and
quality assurance must grow in flexibility accord-
ingly. Thanks to its modular hardware and soft-
ware, the R&S®TS 6110 infotainment test system is
an excellent example of how to keep pace with the
requirements.

Infotainment systems — more complex than ever
Infotainment test systems are facing a very diverse set of
challenges today. The reason lies with the wide variety of
instruments on the market. On the one hand, there are the
conventional AM and FM receivers and components such as
amplifiers, CD players and tuners. On the other hand, increas-
ingly complex infotainment components and systems are
being developed that cover a wide range of digital sound
and television broadcasting standards (Fig. 1). As more of
these systems are networked, network standards such as
LAN, WLAN and Bluetooth® come into play. In addition, tele-
phones, navigation systems and bus systems such as CAN
or MOST are important components in today’s automobiles.
All of which translate into a diverse set of requirements that
are covered by a test solution adaptable to any task: the
R&S®TS6110 infotainment test system (Fig. 2).

Wireless
Analog communications Miscellaneous

DAB, DAB+, Navigation Amplifier ~ Climate rack control
DMB
AM (MW, HD GPS CcD Current and voltage
LW, SW) measurement
RDS SDARS XM GSM, UMTS CR CAN bus control
T™MC SDARS LTE MP3 MOST bus control
SIRIUS
TPEG Bluetooth®, WLAN Auxiliaries MS Word report
generator
T™MC MOST

Fig. 1 Functional scope of the R&S®TS6110 infotainment test system.

Fig. 2 Example of a test system with three
transmitters for AM and FM tests.
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R&S®TS 6110 configuration

,,,,,,, | I
Signal generator 1 'Radiocommunications tester :
FM, AM, RDS, TMC 1GSM, 2G ... 4G, LTE, WiMAX™,
Signal generator 2 and 3 o [ oo
+ FM, AM, RDS, TMC Bluetooth® tester I
el Sl ! !

' Signal generator 4
i HD, XM, Sirius, GPS

! ' Signal generator 5
\ . DAB, DAB+, DMB

Audio analyzer and generator,
Signal generator 6

analog, digital

DC power supply
... A40V/...40A

MOST (digital audio signals)

Process controller
IEEE, LAN, CAN, MOST

Fig. 3 Basic block diagram showing additional hardware modules — together with the test adapter, the blue components form the most common base
configuration of the R&S®TS6110 for car radio tests.

Modular and adaptable to every test task The DUT is connected centrally via a test adapter (Fig. 4),
The hardware of the R&S®TS6110 is modular, making it making time-consuming modifications in between the mea-
adaptable to specific test requirements. Combinations rang- surements unnecessary. Software modules can be combined
ing from desk units with only a few instruments all the way as needed to meet the individual test requirements; Fig. 1

up to systems comprising multiple 19" racks are possible. shows the functional scope of the R&S®TS6110 infotainment
Fig. 3 provides an overview of the various components that test system.

can be integrated into the R&S®TS6110. Virtual drivers are
used to adapt the hardware to the software. The test system
can be expanded as needed, making it ready for future gen-
erations of instruments.

CAR HADIO TEST ADAPTER - CRTAOZ
O N BT

Fig. 4 The R&S®CRTAO02 standard
test adapter; additional test adapt-

ers are available.
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Fig. 5 User interface.

User interface:

building test sequences using drag & drop

The test software can generate both individual measurements
and test sequences without any programming knowledge

on the part of the user. The individual measurements are
configured using input dialogs (Fig. 5) and then dragged and
dropped into test sequences. These test sequences can be
saved, making the test results transparent and reproducible at
any time. The required settings on the DUT are typically made
automatically via the CAN bus. In the case of DUTs without a
bus, a window appears on the screen instructing the user to
make the required settings (Fig. 6).

Documentation of test results

Every measurement is logged in detail. In addition, limit val-
ues can be predefined and evaluated automatically for all
measurements. The results are output on the screen during
the measurement and saved in Excel™ format at the end of

18

MNominal Lewvel .00 w
Lewvel 096 W

Abbrechen |

Fig. 6 User interface for manual power balancing.

the test. These files can be used to generate individual reports.
Graphs are copied to other programs by using drag & drop.
With the MS Word report generator option, users can auto-
matically create individual test reports in Word ™.

As the successor to the car radio test system, which has
maintained a successful presence in the market for many
years, the R&S®TS6110 infotainment test system is a flexible,
future-ready platform for the development and quality assur-
ance of infotainment components and systems.

Heinz Heuf3en
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The R&S®ZVA measures noise figure
on frequency-converting DUTs

The R&S®ZVA vector network analyzers with the R&S®ZVAB-K 30 option provide noise figure measurements.

Equipped with the new R&S®ZVAB-K 31 option, the analyzers measure noise figure also on frequency-

converting components and modules with access to the DUT's local oscillator (LO). Both options operate

independently of an external noise source.

A new approach to a familiar task

Measuring the noise figure is essential when characterizing
components such as amplifiers, mixers or receivers. The
R&S®ZVA vector network analyzers carry out this measure-
ment up to 67 GHz without an external noise source, with
the benefit that the system-inherent low measurement uncer-
tainty is maintained since it is not affected by such sources.

The analyzers directly measure the signal-to-noise ratio (SNR).
This lets users determine the noise figure of frequency-con-
verting components — plus other relevant quantities such as
S-parameters — without requiring RF switches or modifica-
tions to the test setup.

The noise figure is defined as follows:

/SNR

output

Noise figure = SNR,
The R&S®ZVA uses one of its internal generators to stimulate
the DUT (Fig. 1). It determines the signal-to-noise ratio at the
DUT output, based on the total power of the measured signal
(including noise power) within the measurement bandwidth
and the signal with the noise power removed. The signal-to-
noise ratio at the DUT input is determined by means of analyzer

Noise figure measurement

Signal + noise Signal
P 7 7~ 7~
k] N 7\ 7\
1] [ i \ / \
AN I LY i \ / \ /
VS Y \ 7/
W4 L \/ 7 4
- -
DuT |
Fig. 1 For noise figure measurements with the R&S®ZVA, a signal from

one of the analyzer's internal generators is fed to the DUT.

The R&S®ZVA vector network analyzers are the high-end models

in the Rohde & Schwarz network analyzer portfolio. They are avail-
able as two-port and four-port models and for different frequency
ranges. The R&S®ZVA67 shown here covers the frequency range
from 10 MHz to 67 GHz. It has four internal sources, allowing fast
and convenient measurements on amplifiers, mixers and transmit/
receive modules with two converter stages. In addition to excel-
lent technical data, the R&S®ZVA analyzers offer numerous, partly
unigque measurement capabilities.

For more information, visit
www.rohde-schwarz.com (search term: ZVA)
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calibration. The graphical user interface of the R&S°ZVA-K31
option guides the user through the required steps for a test

Noise Figure Setup Guide

. . . . L. 1. Mixer Measurement 4. Define Noise Figure
setup and the individual calibration steps for determining the -
i : [ Doz bxer b -

power level and SNR of the individual paths (Fig. 2). L peneihatespant )

7 Source Power Calibration 5. Noise Figure Calibration
Calibrat
) Base Power: : ] 'I e

Effect of image frequency on

0 dBm in standard case for good SN 6. S-Parameter Calibration -

measurement results

Cal Method: Full One Fort i

For frequency-converting measurements, the intermediate AR

frequency (|F) is obtained as follows: 3 Receiver Power Calibration HEEN R ﬂ:l
DPreamp or Direct Recever Access Used

IF = |RF = LO| =
Base Power: !i_"l

. . . 7. Configure Traces
Fig. 3 shows that the total noise power at the IF is the sum Step Attsrustor: | Auto
. . . 51 512

of the RF noise power and the image frequency noise power. LA i !

. . Avoid B C ion! & 599
Depending on the DUT, the IF noise power can vary over e - :
the frequency range to be measured or differ from the RF Calibiate. [ Replace | I
noise power. Fig. 4 shows an example of this —a DUT con- e T e e T
sisting of an amplifier and a mixer. The noise powers of the el e e
RF and image frequency are determined by the amplifier Fig. 2 A straightforward GUI guides the user to the desired calibration
characteristics. setup.

Noise power at the IF

Thermal I
noise |

Fig. 3 The total RF  LO Image frequency f

noise power at the |
IF is the sum of the I
IF

Thermal

RF noise power and )
noise

the image frequency

noise power.

DUT Define Mizer Measurement
Amplifier Mixer Converer Stages: [V Prepare Measurement of RF Image
Port Setup

S
| —— O

L0 £ GHz..6.5 GHz 2 GHz..15GHz
0 dBm 0 dBm
Fig. 4 Example of a DUT in which mae:
' 10 GHz..9.5 GHz [ ]
the RF and image frequency noise
8 GHz
powers can vary as a function of co
m
the amplifier's noise matching and

Fort 3 v
frequency response.

Define Mixer Measurement Define Carrection
[ Configg Ext Generators... J () Scalaranly Regquires: - Power Cal
[ Set Frequencies... J () Source Match G
[ Set Powers... ] (®) Source and Load Match
Fig. 5 Definition of test setup and frequencies L oK J [ il ] [ Help

to be used
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Fig. 6 Measurement of a DUT consisting of an

amplifier and a mixer (example shown in Fig. 4). L .40

The noise figure and gain (S,,) are measured

using the same test setup; no modifications are

dBMag 10dB/ Ref0dB  Cal NCal Inv PCai Smo 1
e dBMag 10dBf Ref0dB Calint PCai
«M1 |6.250000 GHz 69733 dB
M1 6250000 GHz 19574 dB
— 30
M1
o A 4
y
-0 <
.10
- -20
.40
Ch1 MixFreqfo Start 6 GHz Pb 0dBm Stop 6.5 GHz

required.

R&S®ZVA: noise figure measurements made easy
The R&S®ZVAB-K31 option automatically corrects results by
eliminating the unwanted effect of the image frequency. For
this purpose, the network analyzer measures the total noise
power at each test frequency and corrects the noise figure
accordingly.

Activating the image frequency noise power correction is use-
ful only when the image frequency is within the analyzer’s
operating frequency range. The R&S®ZVA indicates the range
in which the image frequency occurs.

The R&S®ZVAB-K31 has a straightforward, graphical dialog
window for configuring the test setup and measurement,
including the frequencies to be used (Fig. 5). The DUT ports
can be assigned to the analyzer ports. The DUT type, i.e.
upconverter or downconverter, is defined in this window. The
analyzer also supports external signal generators.

Fig. 6 shows, as an example, the measurement results
obtained for a DUT as presented in Fig. 4 (amplifier and
mixer). Noise figure and gain (S,,) are measured using the
same test setup.

Summary
The R&S®ZVAB-K31 option makes it possible to measure the
noise figure on frequency-converting components and mod-
ules up to 67 GHz. The option enables full characterization
of components and modules using a single test setup. The
DUT'’s noise figure, S-parameters and gain can be displayed in
a single diagram.

Volker Herrmann
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EMC / FIELD STRENGTH | EMI test receivers

The world’s fastest EMI test receiver
drastically reduces testing times

More speed, more insight, more intelligence

The R&S®ESR (Fig. 1) is an EMI test receiver for the frequency
range from 10 Hz to 7 GHz (Fig. 2). Its main focus is on prod-
uct certification measurements in line with relevant commer-
cial EMC standards. With its integrated preselection, a 20 dB
preamplifier and a highly linear frontend, the R&S®ESR meets
the requirements of the CISPR 16-1-1 standard and also com-
plies with all other relevant commercial standards. What
makes the instrument truly outstanding is its FFT-based time
domain scan that measures electromagnetic disturbances at
a speed so far unattained. Disturbance measurements which
took hours in the past can now be completed in just sec-
onds. Featuring optional realtime spectrum analysis with a
wide range of diagnostic tools, the instrument provides new
insight into disturbance signals and their history. Besides
offering EMC testing functionality, the R&S®ESR is a full-
featured, powerful signal and spectrum analyzer for lab appli-
cations. The instrument comes with a clearly structured, intu-
itive touchscreen interface that makes it very easy to operate
in any mode.

Time domain scan for ultrafast,
standard-compliant measurements

In the time domain scan mode, the R&S®ESR measures up
to 6000 times faster than in the conventional, stepped fre-
qguency scan mode, making it the fastest EMI test receiver in
the marketplace. The R&S®ESR performs frequency scans in

R&S®ESR models

10Hz  9kHz 3.6 GHz 7GHz
\ | | [

R&S®ESR7

R&S®ESR7 with R&S®ESR-B29 option

Fig. 2 R&S®ESR models and frequency ranges.

ESR « EMI TEST RECEIVER - 9 kHe .. 7 GHz

B &> ROHDE&SCHWARZ

Fig. 1
R&S®ESR EMI test

receiver uses an FFT-

The new

based time domain
scan to perform stan-
dard-compliant dis-
turbance measure-
ments up to 6000
times faster than con-
ventional EMI test

receivers.
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the various CISPR bands in just a few milliseconds. It mea-
sures conducted disturbances, including quasi-peak weight-
ing, in realtime without any time gaps throughout CISPR
band B, i.e. from 150 kHz to 30 MHz (Fig. 3). A preview scan
is no longer needed for this application, since the R&S®ESR
takes no more than two seconds to deliver the wanted spec-
trum with quasi-peak weighting, featuring level measure-
ment accuracy in line with CISPR 16-1-1 (Fig. 4). This saves
users valuable time on the way to obtaining results. The
time domain scan function is particularly useful when test-
ing devices that can be operated, or measured, only dur-

ing a short period of time, for example starter motors in vehi-
cles. The extremely fast time domain scan delivers results
very quickly, making it easy to handle such scenarios. The
time saved can be used, for example, to increase obser-
vation times in order to reliably detect isolated pulses or

Receiver

1s
Preamp 0O dB

Input 1
Scan @

Step TO ¢

Start 150.0 kHz

Measuring...

Weighting detector, mea-
surement time, IF bandwidth
(number of test points)

Stepped
frequency scan

Frequency range

Stop 30.0 MHz

(TTTTITTT

narrowband, intermittent interferers with very low pulse fre-
quencies. By increasing the observation time, the highest
level even of fluctuating or drifting disturbances is detected
without the overall measurement time being unduly extended.

Realtime spectrum analysis provides new insight
into disturbance signals

The R&S®ESR combines the functionality of a standard-com-
pliant EMI test receiver with that of a realtime spectrum ana-
lyzer to provide analysis capabilities not found in conventional
EMI test receivers. If a device fails during certification testing,
switchover can be made to realtime mode to analyze the dis-
turbance signals. This approach greatly facilitates measuring
sporadic and brief events, narrowband disturbances drifting in
frequency, or the spectral behavior of devices under test (DUT)

Fig. 3 Disturbance voltage measurement with
quasi-peak and average weighting using a real-
time time domain scan, plus limit line check

with pass/fail indication

R&S®ESR overall measurement time

Time domain
scan (optional)

CISPR band B Peak, 100 ms, 9 kHz (13 267) 1326 s

150 kHz to 30 MHz

CISPR band B Quasi-peak, 1's, 9 kHz (13267) 36h

150 kHz to 30 MHz

CISPR band C/D Peak, 10 ms, 120 kHz (32 334) 323s

30 MHz to 1000 MHz

CISPR band C/D Peak, 10 ms, 9 kHz (431000) 4310s

30 MHz to 1000 MHz

CISPR band C/D Quasi-peak, 1's, 120 kHz (32 334) approx. 9 h

30 MHz to 1000 MHz

24

110 ms

2s

520 ms

820 ms Fig. 4 Comparison of overall measurement
times obtained with stepped frequency scan

80s and time domain scan for typical measurement

settings.



during switching operations. Instruments using conventional
frequency tuning sequentially measure relatively narrowband
frequency ranges. If a DUT's emission behavior is not known
in detail, these types of non-stationary signal waveforms may
remain undetected by conventional analyzers, or can be very
time-consuming to detect and analyze. The R&S®ESR mea-
sures a spectrum of up to 40 MHz without any time gaps and
therefore reliably captures even very short pulses.

The R&S®ESR offers a spectrogram function that provides
seamless spectrum display in the time domain, allowing users
to analyze the behavior of disturbance signals versus time.
Each spectrum is represented as a horizontal line with dif-
ferent levels assigned different colors. The individual spec-
tral lines are joined continuously at a rate of up to 10000
lines per second, which corresponds to a time resolution of
100 ps. The spectrogram reveals signal characteristics that
are not visible in the spectrum. The R&S®ESR also features
a frequency mask trigger (FMT), which makes it possible to
detect sporadic events within a spectrum. The test receiver

Real-Time Spectrum
RBW  (E

= SWT(F) 2 z Input 1DC

® 1Pk

.__J‘._.'\.,\

CF 140.0 MHz

Fig. 6 Disturbance spectrum for the same
motor in persistence mode. Here, a second

pulsed disturbance is clearly visible, while it
cannot be identified in analyzer mode as it is CF 140.0 MHz

hidden by the broadband disturbance.

EMC / FIELD STRENGTH | EMI test receivers

measures every single spectrum and compares it with a fre-
qguency-dependent mask. If a spectrum violates the mask,
the R&S®ESR activates a trigger and displays that spectrum,
allowing users to analyze the disturbance and its effect.

While an individual disturbance signal is not visible in con-
ventional analyzer mode, it becomes immediately apparent
in persistence mode. In this mode, the R&S®ESR writes the
seamless spectra into a single diagram. The color of each
pixel indicates how often a specific amplitude occurs at a spe-
cific frequency. If signals no longer occur at a specific fre-
quency with a specific amplitude, the corresponding pixel
disappears after a user-defined persistence period. The per-
sistence mode therefore creates a spectral histogram. Users
can clearly distinguish between pulsed disturbances, which
are present only for very brief periods, and continuous dis-
turbances. Even different pulsed disturbances can easily be
distinguished from one another. Plus, the persistence mode
makes it possible to identify narrowband disturbances super-
imposed by a broadband disturbance (Figs. 5 and 6).

Fig. 5 Display of a broadband disturbance in

analyzer mode — in this example caused by an
Persistence

Spectrum electric motor with poor EMI suppression. The

yellow trace represents the current spectrum,
Real-Time

Spectrum

the blue trace max. hold

gram

Real-Time Spectrum

= SWT(F) 2 z Input 1DC

—
Real-Time
Spectrum

e ———

 Emm—

' gram \

Display
GConfig

Replay
Zoom

Span 24.9975 MHz

Measuring...
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IF analysis function for displaying the spectrum
around disturbance signals

The optional IF analysis function of the R&S®ESR provides a
spectral display of the RF input signal around the EMI receive
frequency. The IF spectrum display can be coupled to the
bargraph display for the current receive frequency (Fig. 7).
Alternatively, the IF spectrum can be displayed together
with the stored results of a frequency scan. The receive fre-
qguency can be coupled to the position of the marker, which
is placed on the EMI signal peaks detected during the fre-
quency scan (marker track function). This is an elegant way
of approaching and assessing the highest peaks in the spec-
trum. The IF spectrum also provides a detailed overview of
the spectrum occupancy around the measurement channel
and information about the spectral distribution of a modu-
lated signal. Any signals received can be quickly classified
as disturbance signals or wanted signals. Visual assessment
of the spectrum helps to tune the receiver accurately to the
desired frequency. AM or FM audio demodulation can be
activated in parallel, making it easier to identify detected sig-
nals, for example in order to identify and exclude ambient
interferers in open area measurements.

Receiver
100
10 de ® Preamp 2

dBuv
3753_\

Input 2 DC ® Att

Level

Step TD Scan

34.26 | [

Frequency 102.3000000 MHz

Automatic test sequences at the press of a button
The standard approach to carrying out disturbance measure-
ments is by combining a fast preview measurement with peak
and average weighting with a final measurement on the crit-
ical frequencies with the required CISPR weighting. For this
method, the R&S®ESR offers a choice of preprogrammed limit
lines defined in commercial standards for product emission
measurements. The limit lines are compared with the results
of the preview measurement, which are obtained with a con-
ventional stepped frequency scan or — at tremendously higher
speed — with the optional time domain scan. The test receiver
then identifies critical frequencies according to user-defined
criteria and presents them in a table (peak list). Automatic test
sequences can be configured quickly and easily on the touch-
screen (Fig. 8) and executed at the press of a button.

For disturbance voltage measurements on power lines, the
R&S®ESR can control Rohde &Schwarz line impedance stabi-
lization networks via its AUX port. Measurements can be per-
formed fully automatically on all phases. This ensures reliable
detection of the highest disturbance level.

Fig. 7 Display of IF spectrum

coupled with combined

numerical and bargraph display.

. Min Peak
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st Automation

Overview
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Fig. 8 The R&S®ESR allows users to configure automatic

test sequences (preview measurement / data reduction / final
quickly and easily and execute them at the

measurement)
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press of a button. The final measurement can also be carried

out interactively.
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Ref Level 70.00 dBp
= Att
L L F

Start 30.0 MHz
EMI Measurement Marker

Fig. 9 Preview measurement of disturbance
spectrum in analyzer mode using a frequency
sweep (max. 200001 points) and logarithmic
scaling, and final measurement with the

required CISPR detector and limit line check

Standard-compliant spectrum analyzer for EMI
measurements and beyond

The R&S®ESR includes the powerful R&S®FSV signal and
spectrum analyzer. The combined EMI test receiver and spec-
trum analyzer functionality provides users with an instrument
with multiple capabilities. First, the R&S®ESR performs fast
diagnostic measurements in order to determine and analyze
a product’s EMI characteristics at the various stages of devel-
opment — with or without preselection. Second, the R&S®ESR
can be used to carry out a large number of standard mea-
surements in the RF development lab. Additional measure-
ment functions, such as adjacent channel power (ACP), third-
order intercept point (TOI) and occupied bandwidth (OBW),
plus statistics functions (APD, CCDF), extend the instrument’s
range of applications far beyond EMI measurements.

For EMI measurements in spectrum analyzer mode, the
R&S®ESR offers up to 16 markers that can be placed on criti-
cal frequencies in the disturbance spectrum. Markers can be
coupled with CISPR detectors to enable comparison with rel-
evant limit lines. The spectrum can also be displayed along a
logarithmic frequency axis. The levels measured on the critical
frequencies are listed in a table (Fig. 9).

EMC / FIELD STRENGTH | EMI test receivers

Spectrum <
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32001 pts

Touchscreen: unparalleled ease of operation

The R&S®ESR not only offers outstanding functionality, it also
scores top marks for ease of operation and its clearly struc-
tured user interface. The various measurement modes are dis-
tinctly separated, and the operating mode can be switched

at the press of a button. Users can easily configure complex
measurements and automated test sequences directly on

the touchscreen. The R&S®EMC 32 software can be used to
remotely control the R&S®ESR and integrate it into complex
EMC measurement systems for automated test routines.

Summary:
a new dimension in EMI test receiver performance
The new R&S®ESR outperforms all existing EMI test receivers
not only in terms of measurement speed but also with respect
to its diagnostics capabilities, which open up highly versatile
applications. The R&S®ESR makes it easy to perform certifica-
tion measurements (conducted and radiated) in line with EN /
CISPR / FCC, as well as EMI analysis during development, on
domestic appliances, multimedia devices, lighting equipment
or devices for industrial or medical applications. In the auto-
motive sector, the R&S®ESR is ideal for certification testing
of vehicles and accessories in line with automobile manufac-
turer guidelines, and even for mobile applications thanks to its
optional DC power supply.

Matthias Keller; Karl-Heinz Weidner
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R&S®BBA 100 broadband amplifiers now
with up to 2 kW and new options

New amplifiers with up to 2 kW of output power allow more advanced applications in the aerospace and
defense (A&D) and automotive sectors. The fast amplifier mute option mutes the output signal exceptionally
quickly, opening up potential new uses in fields such as monostatic radar. And the optional warranty exten-
sion from three to seven years means greater cost predictability for users.

B mowozascnmanz New power classes up to 2 kW for

sophisticated applications

Compact, scalable and exceptionally reliable: These are three
of the reasons why the R&S®BBA 100 broadband amplifiers
from Rohde &Schwarz have become firmly established in the
marketplace and cover a wide range of standard requirements.

Now, with the arrival of the new high-power models, these
amplifiers can be used in additional, sophisticated applica-
tions (Fig. 1). Special test standards and customer-specific
projects in EMC, the automotive sector and A&D, for exam-
ple, all rely on powerful amplifiers to generate very high field
strengths. The new high-power models are aimed at this mar-
ket segment, and several of these amplifiers have already
proven their worth in customer installations.

Models are available with up to 1.7 kW of RF power (nom-
inal at the 1 dB compression point). This power rating is on
the conservative side, and the amplifiers actually deliver much
higher RF power at the 1 dB compression point over much

of their frequency range. This can be seen clearly in Fig. 2:
2000 W are available at almost every point in the frequency
range from 80 MHz to 400 MHz.

Fig. 1 A high-power
R&S®BBA100-A1700C250 amplifier

with an output power of up to 2 kW.
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R&S°BBA100-B1700 nominal power R&S°BBA100-A160 nominal power
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Fig. 2 An R&S®BBA100-B1700 amplifier's nominal power at the 1 dB

compression point.

Other new amplifiers — in the medium power class up to

160 W for frequencies up to 400 MHz — complement the
R&S®BBA 100 amplifier family (Fig. 3). They offer a better and
more attractive fit in terms of users’ power requirements in
applications such as measuring electromagnetic susceptibil-
ity (EMS).

As before, the amplifiers can be supplied as single units or in
user-specific combinations. The following frequency ranges
and power classes are currently available:
9 kHz to 250 MHz

125 W, 160 W, 250 W, 500 W, 1000 W, 1700 W
80 MHz to 400 MHz

125 W, 160 W, 250 W, 500 W, 1000 W, 1700 W
250 MHz to 1 GHz

70 W, 125 W, 250 W, 450 W, 800 W, 1600 W

Key features of the R&S°BBA 100 amplifiers

1 Frequency ranges from 9 kHz to 1 GHz

1 Output power up to 2000 W

1 100 % mismatch tolerance

1 Suitable for amplitude, frequency, phase and pulse
modulation

1 Software-updatable system controller with versatile
control and configuration options

1 Wide-range AC power supplies

1 Three-year warranty, plus option to extend warranty by
up to four years

250
T 200 MN"

150

Power in W

100

50

0.001 0.01 0.1 1 10 100 1000
Frequency in MHz ——»

Fig. 3 An R&S®BBA100-A160 amplifier's nominal power at the 1 dB com-

pression point.

The new power classes and the wide range of configuration
options make the amplifiers the ideal choice in a wide vari-
ety of applications, including measurements in the fields of
EMS, A&D, communications, RF components and physical
engineering.

Extended warranty option up to seven years

The R&S®BBA 100 family’s unique service package used to

comprise the following:

1 A standard three-year warranty

1 User-replaceable amplifier modules

1 A typical in-factory time to repair of no more than ten work-
ing days

1 Easy access to service and support contacts almost any-
where in the world, thanks to the extensive presence of
Rohde&Schwarz in more than 70 countries

This service package has now been augmented to offer users
the best possible investment protection and cost predictabil-
ity over a prolonged period. On top of the standard three-year
warranty, users can opt for an extension of between one and
four years (i.e. a warranty term of up to seven years in total)
during which any repairs are carried out free of charge. The
price of the extended warranty depends on the system con-
figuration and the desired warranty period.

Fast amplifier mute option

With the new fast amplifier mute option, an amplifier can be
muted extremely quickly by an external TTL control signal (a
process also known as blanking). This allows applications to
be implemented, for example, in monostatic radar systems in
which the transmit and receive antennas are installed in the
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same location. Rapid amplifier muting after the transmission
of a radar pulse enables the receiver to detect and analyze
even weak echoes reliably.

The R&S®BBA100 has extremely fast response times in order
to support this capability. Fig. 4 shows how the RF output sig-
nal and the amplifier are completely muted within 2 s (4 us
guaranteed) of the mute signal being applied.

Diagram2: Ch3,Ch4

At 1.84
1/At 543.47826..kHz

——» Delay of approx. 2 ys '=———

Delay of approx. 3 s

When the mute signal is switched off, the RF output signal
is already back to 95 % of its nominal power after 3 ps (6 ps
guaranteed) (Fig. b). Because the driver stages in the amplifier
modules are muted directly, the noise power with muting
enabled is only =168 dBm/Hz, which is very close to the ther-
mal noise limit of =174 dBm/Hz.

Sandro Wenzel

Horizontal setting

1 ps,
Trigger settings

Fig. 4 With the new fast ampli-
fier mute option, amplifiers can be

muted within 2 us (4 ys

aran-

teed) by applying an external TTL
control signal (blue: mute signal;

orange: RF output signal)

ger settings
ALt

Fig. 5 When the mute signal is

switched off, the RF output signal
is already back to 95 % of its nom-
inal power after 3 us (6 ps guaran
teed) (blue: mute signal; orange:

RF output signal).



BROADCASTING | Audio/video testers

Video testers: new model plus modules
for HDMI and analog A/V interfaces

The new R&S®VTC video test center has been optimized for R&D requirements and complements the
R&S®VTE and R&S®VTS testers. Together with the new test modules for analyzing HDMI and analog
A/V interfaces, the product family now covers a spectrum of applications that is unrivaled among its

competitors.

Family of video testers now complete

The R&S®VTE and R&S®VTS video testers and the test module
for the MHL™ interface were introduced in the previous issue
(NEWS 206, pages 32 to 37). A third member of the family —
the R&S®VTC video test center (Fig. 1) — and additional mod-
ules for these three instruments round off the product family,
which now covers all applications in the consumer electron-
ics value chain.

R&S®VTC video test center —

optimized for use in R&D and test labs

The R&S®VTC video test center is a fully modular platform
with a diverse range of functions for testing video and audio
interfaces. Like the R&S®VTE and the R&S®VTS, the R&S®VTC
can perform standard interface protocol tests and also ana-
lyze media content in realtime during application tests on

Fig. 1 The R&S®VTC video test center is larger than the R&S®VTE video
tester. It has room for up to eight modules and an 11" touchscreen for

even more convenient operation.

<> ROHDE&SCHWARZ  VIC - VIDEO TEST CENTER

RSVTC-100012 V0.14.0.x

consumer electronics equipment. The R&S®VTC is incredi-
bly versatile. It can be modified to meet the needs of specific
testing environments and upgraded to accommodate new
standards.

The new high-end model takes up four height units in a

19" rack. It is larger than the R&S®VTE and has room for up to
eight modules. Its powerful features are targeted primarily at
R&D labs, where a wide range of tests need to be performed
on devices with different interfaces.

The R&S®VTC with its capacitive 11-inch touchscreen is just as
intuitive and convenient to use as the R&S®VTE video tester. It
can be remotely controlled by sending SCPI commands to the
instrument over the VXI-11 remote control interface. And test
setups can be easily automated using the R&S®AVBrun test
sequencer that was also presented in NEWS 206.
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Fig. 2 The R&S®VT-B2360/2361 HDMI RX options support testing of

HDMI sources.
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Fig. 4 The R&S®VT-B2370 analog AV RX audio/video test module can

be used to measure analog composite and component signals as well as

two-channel audio signals
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Fig. 3 The new analysis options offer many capabilities, including com- Fig. 5 The vectorscope can be used to investigate color difference sig-

prehensive protocol analysis for HDMI signals.

HDMI test modules -

including support for 4k resolution

The new trend in consumer electronics in the next years will
be ultra definition (UD), which offers four times the resolu-
tion of conventional Full HD. The current version 1.4 of the
HDMI standard already supports UD. Work is now underway
on an extension of the interface standard with an extended
feature set.

For comprehensive testing of the HDMI interface,

Rohde &Schwarz now offers the new R&S®VT-B2360 HDMI

RX 225 and R&S®VT-B2361 HDMI 300 interface modules

(Fig. 2) that allow in-depth testing at the protocol and content

level on HDMI sources such as set-top boxes, Blu-ray™ play-

ers and tablet computers. The modules support resolutions

up to Full HD or 4k. Audio and video content can be played

back in realtime on the base unit or output externally via the

AUXILIARY HDMI OUT output. Extensive analysis functions

are provided (Fig. 3):

1 Output of video timing parameters such as pixel clock and
resolution in line with CEA-861

1 Display of content from audio clock regeneration (N/CTS)
and from audio sample packets

1 Display of the high-bandwidth digital content protection
(HDCP) status and the keys used

1 Display of the auxiliary video information (AVI) InfoFrame,
audio InfoFrame, source product description (SPD) and
MPEG InfoFrame

1 Optional: source test in line with HDMI compliance test
specification 1.4

32

nals in analog and digital video signals.

The HDMI Ethernet and audio return channel (HEAC) can
also be tested. An Ethernet interface on the modules allows
an external signal to be supplied or additional analysis equip-
ment to be connected. Rounding out the range of functions
is an optical S/PDIF input for digital audio signals. This input
can also forward the signals to the software option for audio
analysis.

Analog audio/video test module

The new R&S®VT-B2370 analog AV RX analyzer module

(Fig. 4) comes with one composite input and two analog
audio test interfaces. The NTSC and PAL composite formats
are currently supported. As an option, three inputs for analyz-
ing SD and HD component signals and VGA (RGBHV) can be
activated. YCbCr or RGB signals in the different resolutions
can be applied to the component inputs.

In conjunction with this analog audio/video test module and
additional software options, the video testers can analyze
analog video signals in the time domain and provide a vec-
torscope display for measuring the color components (Fig. b).
In the future, automated measurements of common signal
parameters will also be supported.

Audio analysis option

In addition to the video content analysis functions described
above, it is now also possible to assess the quality of the
audio content transmitted via analog or digital interfaces. The



new R&S®VT-K2150 audio analysis option measures the level,
frequency response, interchannel phase, signal-to-noise ratio,
total harmonic distortion and crosstalk (Fig. 6).

On digital interfaces such as MHL™ and HDMI, simultane-
ous audio measurements are performed on up to eight chan-
nels. Analog interface testing is supported on two channels.
The various parameters are simply selected using the tabs on
the user interface. A wide range of common weighting filters
is also provided.

Summary

The R&S®VTC video test center for development-related appli-
cations, the R&S®VTE video tester for automated applications
in test setups and the R&S®VTS compact video tester for
manufacturing applications — Rohde &Schwarz now offers
A/V T&M instruments covering the entire value chain in the
consumer electronics sector. With test modules for HDMI,
MHL™ and analog A/V interfaces and comprehensive anal-
ysis capabilities, these instruments support a spectrum of

Unrivaled application spectrum for consumer electronics
Comprehensive testing of devices such as set-top boxes, smart-
phones and Blu-ray™ players includes assessing the quality and
correctness of audio and video content. During development, for
example, a device's long-term stability, immunity to interference
and video and audio quality must be tested. All of these tests
have to be performed over the DUT's A/V interfaces.

The video testers from Rohde&Schwarz cover virtually all of the
tests that have to be performed on A/V components in the con-
sumer sector. Fig. 7 shows an example of a setup for testing

a set-top box in the lab. First, the receive quality is tested. The

T ye— T
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Fig. 6 The R&S®VT-K2150 audio analysis option supports essential audio

measurements on the available interfaces

applications that is unrivaled among the competition. Thanks
to the product family’s modular design, it is also ready for
future interface standards.

Harald Gsodl

signal generator outputs a broadcast signal that has noise, fad-
ing and other types of interference superimposed on it. Using the
Rohde&Schwarz video testers, it is now possible to automati-
cally and reproducibly determine the picture errors (picture failure
points (PFP)) that occur.

Next, the A/V outputs on the set-top box (i.e. analog composite
or component signals as well as HDMI signals) can be tested for
compliance with the relevant standards. Finally, the audio and
video quality is tested.

Fig. 7 Test scenario with the R&S®VTC video test
center: testing the HDMI and analog audio/video

outputs of a set-top box.
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In brief

R&S®CLG cable load generator —

a one-box instrument for simulating up to 160 analog and digital cable TV signals

Analog and digital channels are still used together in cable TV
networks. In the past, engineers and technicians needed mul-
tiple signal generators to simulate such a mixed-signal net-
work in the lab. But now, manufacturers of cable TV electronic
equipment need just one instrument for development and cer-
tification: the R&S®CLG cable load generator.

The R&S®CLG from Rohde&Schwarz is the first instrument on the
market to simulate a cable TV network with all channels fully loaded
with analog and digital TV signals. Although this compact instrument
is only 19” wide and one HU high, it replaces the entire rack of signal
generators commonly used in test systems.

The instrument has a frequency range from 47 MHz to 1002 MHz and
can generate up to 160 freely combinable analog and digital signals.
It is capable of simulating a US cable TV network with 158 channels
and a European network with up to 119 channels. Manufacturers of
cable TV tuners and set-top boxes now need only the R&S®CLG to
test their products during development under the same conditions as
in real-world cable TV networks. Many certification tests can also be
performed with this instrument.

Fully modulated digital cable channels contain either video / audio
content or a pseudo random bit sequence (PRBS) per channel. The
analog channels carry test patterns and test tones. The R&S®CLG sup-
ports the J.83/B, DVB-C and ISDB-T digital standards and the PAL and
NTSC analog standards.

The R&S®CLG cable load generator can simulate

up to 160 analog and digital cable TV signals.
e —
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Receiver tests in line with ANSI/SCTE 40 can also be performed.
ANSI/SCTE 40 requires that TV receivers function properly even
when all channels in a cable network are fully loaded and interfer-
ence is present. The R&S®CLG simulates the AC supply frequency (AC
hum) that often occurs in cable TV and which is manifested as super-
imposed amplitude modulation. In addition to full channel loading,
the R&S®CLG also generates adjacent channel signals and a discrete
CW interference signal for ANSI/SCTE 40 compliant tests. It can also
generate CW signals and perform composite second order / com-
posite triple beat (CSO / CTB) measurements to check the linearity of
broadband CATV amplifiers.

The signal level and frequency can be separately set for each chan-
nel in order to simulate a cable TV network with full channel loading.
To do this, it is not necessary to set the amplitude of each channel
individually: The R&S®CLG allows the user to define a tilt across the
entire spectrum, and it sets the individual channels to the corre-
sponding levels.

The R&S®CLG can be operated using a PC and a web GUI, which
makes it easy to configure complex test scenarios. In addition, it can
be remote controlled using SCPI commands or SNMP, making it ideal
for integration into automated test systems.

For more information, visit www.rohde-schwarz.com
(search term: CLG)
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In brief

The R&S®ETC compact TV analyzer
for digital TV transmitter measurements

The R&S®ETC compact TV analyzer offers the full range of
functions required for quality tests on digital ISDB-T, DVB-T
and DVB-T2 transmitters. Network operators will benefit from
this high-precision, compact and easy-to-use instrument that
offers the best price/performance ratio in its class.

The R&S®ETC mid-range, multistandard TV analyzer supports the
ISDB-T, DVB-T and DVB-T2 digital terrestrial standards. It provides net-
work operators with a cost-effective solution for testing low-power
and medium-power transmitters during commissioning, maintenance
and servicing. The R&S®ETC is ideal for this task — offering a wide
range of functions including spectrum analysis, TV analysis, scalar
network analysis and power measurement in a single instrument. The
R&S®ETL TV analyzer remains the ultimate benchmark for reference
measurements and for commissioning high-power transmitters.

The R&S®ETC can also be used for network coverage measurements,
such as during drive tests. The extremely compact R&S®ETC has a
height of only three HU and a width of 2 19". The TV analyzer fully
supports the DVB-T2 single and multiple PLP transmission modes. It
provides a detailed display of constellation diagrams, channel impulse
response, shoulder distance of the OFDM spectrum and MER(k)
(modulation error ratio versus OFDM carriers). The R&S®ETC has an
integrated preselection and preamplifier. This increases both dynamic
range and sensitivity, so that even weak signals received over the air
can be measured. Connecting an external power sensor turns the
R&S®ETC into a high-precision RF power meter.

BROADCASTING | TV analyzers

The core component of the R&S®ETC is an FPGA-based demodula-
tor, which demodulates the received signal in realtime and helps to
achieve high measurement accuracy. Featuring high measurement
speed, the analyzer reliably detects even short-term interfering signals
that occur at irregular intervals. Realtime demodulation allows contin-
uous measurement of the bit error ratio (BER) of the received signal.
The decoded transport stream is available at the analyzer’s ASI output
for further processing, for example to display TV pictures.

Users can save all settings for a specific measurement task as a mea-
surement profile, which can be recalled as necessary. This saves time
and helps to prevent operator errors by reducing the number of man-
ual entries to be made. For coverage measurements, the character-
istic of the test antenna must be taken into account. Antenna factors
for a given test antenna can be saved in the R&S®ETC. They will then
be used for the automatic compensation of the antenna’s frequency
response during measurements.

The R&S®ETCView PC software, which is included with the R&S®ETC,
makes documentation of results easy. It also includes editors for gen-
erating channel tables, measurement profiles, transducer factors and
limit-value tables, which are downloaded into the R&S®ETC. Data
transfer between the R&S®ETC and the PC takes place over USB or
LAN. The software also enables remote signal monitoring, for exam-
ple at unattended transmitter sites.

For more information, visit www.rohde-schwarz.com
(search term: ETC)

@HOHDE&SGHWIHZ ETC + COMPACT TV ANALYZER - 8 GHz

(Infinite) Cells Processed: 200000

2712 14:40

The cost-effective R&S®ETC compact TV analyzer
offers the full range of functions required for qual-
ity tests on digital ISDB-T, DVB-T and DVB-T2

transmitters.
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Paradigm shift on the headend market:
the new R&S®AVHE 100 from
Rohde & Schwarz

A new approach to headend design Flexible yet straightforward

The world of broadcasting is preparing for the future. New, The R&S®AVHE 100 combines sophisticated developments
more efficient technologies such as the Internet protocol (IP) from Rohde & Schwarz with state-of-the-art IP technologies in
are also spreading to headends. The IP standard gradually a minimum of space. In its smallest version, it comprises only
replaces traditional formats such as ASI or SDI. This reduces two components — the R&S®AVS 100 audio/video server and

the number of different interfaces required and creates a new,  the R&S®AVG 100 audio/video gateway (Figs. 1 and 2). The

uniform connectivity standard — using IP technology from the high-performance R&S®AVS 100 audio/video server integrates

playout center and headend to the transmitter. the functionality of many previously separate hardware com-
ponents into a single device occupying only one height unit.

Demand is increasing for solutions that offer many functions

in a single, flexible yet compact system. Besides cutting down

on operating costs, such systems simplify operation since all

components can be controlled from a central GUI. It is no sur-

prise that conventional headends consisting of many separate Only just on the market — and already a prize winner
components are gradually being superseded by these more First presented at IBC 2012 in Amsterdam, the

efficient, space- and energy-saving systems. Leading this R&SCAVHE 100 audio/video headend won the coveted TV
trend is the fully IP-based, multifunctional R&S®AVHE 100 Technology STAR Award (see Newsgrams on page 54).

audio/video headend for DVB from Rohde & Schwarz.

@ __¢ ROHDE&SCHWARZ AVG100 - AJV GATEWAY

S—

- ARNING

©

Fig. 1 Ultracompact: the R&S®AVG 100 audio/video gateway (top) and the R&S®AVS audio/video server — the core components or the system.
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R&S®AVHE 100 audio/video headend

IP IP
4 A/V decoder (Re)multiplexer SFN adapter D>
A/V encoder EPG DVB-T2 gateway

IP Statistical Redundancy

4 )
Soi multiplex controller

Broadcast video wall (optional)

4 4
ASI Headend management system (HMS) ASI

R&S°AVG100 audio/video gateway R&S°AVG 100 audio/video server R&S°AVG 100 audio/video gateway

Fig. 2 Core components of the R&S®AVHE 100 audio/video headend.

The R&S®AVG 100 audio/video gateway converts HD-SDI, Core component: a powerful server

SD-SDI, ASI and AES EBU input formats, which are still The system’s core component is the R&S®AVS 100 audio/video
widely used in broadcasting, to IP format. The signal flow server, which is based on powerful IT hardware (Fig. 1). The
between the individual components in the system is fully ultracompact server provides comprehensive functionality to
IP-based. The output transport streams from the system are meet a wide range of customer needs. It decodes incoming
converted back to ASI format if required. Various plug-in video and audio streams, and then encodes the A/V streams
modules are available to process diverse input formats or to in standard definition (SD) or high definition (HD) MPEG-2 or
split signals, for example to feed redundant paths. MPEG-4/H.264 format.

Fig. 3 Configuration of a transport stream multiplex via the central headend management system (HMS).
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The server multiplexes encoded A/V streams, for which it

is configured via the system'’s integrated, convenient GUI
(Fig. 3). Precompressed A/V signals can be re-encoded or
routed through the headend system unchanged. Detailed
program information (electronic program guide — EPG) from
external sources is routed through the system and output
with the transport stream.

The optional statistical multiplex feature analyzes the complex-
ity of the video streams to be multiplexed and, based on the
results, allocates appropriate bit rates to the encoders in a sta-
tistical multiplex pool. This efficient utilization of data rates
makes it possible to achieve higher picture quality for the
transmitted programs or to transmit more programs at a time,
thereby enhancing overall system efficiency. Programs can

be prioritized within a pool. Higher-priority programs are allo-
cated higher data rates to achieve higher quality for complex
video sequences.

Cutting-edge architecture:

standardized hardware and flexible software

The R&S®AVHE 100 functionality is largely software-based,
with only a few, standardized hardware modules and can
therefore be flexibly configured for a wide range of applica-
tions. In many cases, the system can be upgraded or modi-
fied by acquiring additional option keys; no hardware exten-
sions are required. For example, DVB-T can be upgraded to
DVB-T2 with a simple option key.

BROADCASTING | Audio/video headends

The R&S®AVS 100 A/V server and the R&SPAVG 100 A/V gate-
way can be used to set up simple headends. By adding high-
quality IT switches, users can easily configure larger head-
ends for numerous SD and HD programs with or without
redundancy configurations.

The R&S®AVHE 100 relies on robust standard components

and uses Ethernet cabling within the system, which simpli-
fies installation and maintenance. The implementation of mul-
tiple functionality on a few powerful IT servers saves space
and reduces power consumption, which results in lower dis-
sipated heat. This cuts down on capital expenses and reduces
operating costs, such as for air conditioning.

Innovative all-in-one concept

Integrated headend management system (HMIS)

The innovative system concept of the R&S®AVHE 100 also
shows its strengths when it comes to operating convenience.
All R&S®AVHE 100 functionality is controlled via the system’s
central, integrated headend management system (HMS). Via
the intuitive, workflow-oriented GUI, users can configure,
control and monitor all system functions (Figs. 3 and 4). Users
no longer need to familiarize themselves with multiple types
of GUIs. The HMS also does away with a higher-level network
management system.

Fig. 4 Graphical user interface of the headend management system in the R&S®AVHE 100.
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The HMS contains a context-sensitive help function, which
lets users easily find information in the manual or other doc-
uments stored in the system, for example the DVB-T2 stan-
dard. Interactive tutorials conveniently guide users through
the required operating steps, for example to a desired config-
uration. Users can personalize the help system by adding their
own notes anywhere in the manual (Fig. 5). For example, they
can include specific settings for their system. This information
is then available to all users of that system.

SFN adapter for DVB-T

The integrated SFN adapter for DVB-T provides the informa-
tion (megaframe initialization packets — MIP) required for syn-
chronized transmission of a transport stream to multiple
DVB-T transmitters, and also adds the modulation parameters
for the transmitters. Synchronization is IP-based using a GPS
network time protocol (NTP) time server.

DVB-T2 gateway

The integrated DVB-T2 gateway generates single or multiple
physical layer pipes (SPLP / MPLP) from the MPEG-2 trans-
port streams delivered by the multiplexer, plus it inserts the
required SFN information and the modulation parameters for
the transmitters. The DVB-T2 modulator can be configured,
controlled and synchronized using inband signaling provided
by the DVB-T2 gateway.
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B of Documentatio
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5.1. AVS-BU100 base unit

Integrated smart video wall

The broadcast video wall displays the contents of all input
streams (ASI, IP, SD-SDI, HD-SDI) and output streams

(ASI, IP). The use of IP technology enables quality control

on all critical interfaces of the signal path on a separate
R&S®AVS 100 audio/video server. Displayed A/V parameters
include video loss, video freeze, audio loss, audio silence,
teletext and subtitle errors. The broadcast video wall is config-
ured via the HMS (Fig. 6).

Innovative R&S®CrossFlowlP technology
maximizes availability

LFlowlP

CrossFlowlIP by Rohde & Schwarz

High availability is
crucial in audio/video
headends. As the first
all-IP broadcast headend
on the market, the
R&SCAVHE 100 offers impressive performance in this area as
well. The innovative R&S®CrossFlow!P technology improves
redundancy by adaptively routing the signal through the
components in the main path and redundancy path, as
required for a specific operating situation. The R&S®AVHE 100
will continue to generate a valid output signal even if individ-
ual components in the main or redundancy path fail. The new
technology allows faulty components to be bypassed by
providing flexible and fast alternative signal routing. This is
implemented with point-to-multipoint (IP multicast) connec-
tions (Fig. 7). R&S®CrossFlowlIP does away with manual input

Fig. 5 Help page
with manual and
added user notes
(yellow) in headend

management system
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and output signal switching via a matrix router, which also
eliminates the need for router control by a network manage-
ment system. The R&S®AVHE 100 A/V headend provides
automatic, seamless signal switching in redundancy configu-
rations. For example, in a headend using a 1+1 configuration,
no crossbars are needed to connect redundant components;
this allows for considerably less complex and more robust
system configurations. Response times are minimized, and
analog switching operations and the associated signal
interruptions and increased error potential are eliminated.

Adaptive signal routing provided by R&S®CrossFlow!P
improves failsafety and also offers advantages where main-
tenance is concerned. Individual system components can be
updated, removed or replaced without interrupting headend
operation. After maintenance, the updated components can
be seamlessly re-integrated into the system (hot swapping).

The R&SPAVHE 100 features enhanced error protection for
signal transmission over IP, which makes the system more
robust. For ASI signals, forward error correction (FEC) in line
with Pro-MPEG CoP#3 (SMPTE 2022) is used.

42

Summary

With the launch of the R&S®AVHE 100, Rohde & Schwarz

is entering the DVB headend market. Unlike conven-

tional headends, which rely on hardware components, the
Rohde &Schwarz headend uses just a few, standardized hard-
ware modules. The system’s A/V gateway converts legacy
signals such as SDI or ASI to IP right at the system boundar-
ies. Signal distribution and communications inside the head-
end are fully IP-based. The powerful R&S®AVS 100 server pro-
vides all audio and video signal processing functions required
in a headend.

R&S®AVHE 100 core functionality is software-based, yielding

a highly flexible, future-ready system. For example, the
R&S®AVHE 100 can be upgraded from SD to HD encoding or
from DVB-T to DVB-T2 without any hardware modifications.
The easy-to-use, integrated headend management system lets
users control and monitor all functions from a single GUI. A
broadcast video wall is available as an option.

The innovative R&S®CrossFlowlP technology ensures high
availability for redundant system configurations even if
components fail in both the main and redundancy path.
R&S®CrossFlowlIP provides seamless signal switching and elim-
inates the need for crossbars used in conventional systems.

The R&S®AVHE 100 takes a unique approach to headend
architecture, combining best-in-class software modules with
highly reliable, compact hardware solutions — ideal qualifica-
tions for establishing itself as the industry’s first all-IP broad-
cast headend.

Claudia Gorig; Denis Hagemeier
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Smart and secure:
tap-proof voice calls on smartphones

Maximum security does not compromise This challenge was taken on by Rohde &Schwarz SIT GmbH,
convenience a Rohde & Schwarz subsidiary whose information and com-
Smartphones are now an integral part of our lives. It is hardly munications technology security solutions are certified by
surprising that people sometimes unthinkingly use them to the German Federal Office for Information Security (BSI) and
make calls that should be kept confidential. Users are often NATO/SECAN. One requirement was clear from the out-
unaware of just how susceptible today’s mobile phones set: The solution would have to be one that a broad user base
and transmission paths are to attack by resourceful hackers would willingly embrace. Users want to be able to make

(see box on page 45). In fact, the need for effective means and receive secure business calls on mobile phones with

of securing communications on mobile phones is huge: The the same ease and convenience as regular calls. And these
armed forces, policymakers, government authorities and busi-  users tend to upgrade regularly to new, more advanced mod-
nesses all need solutions that let them use mobile phones els. This meant that an integrated cryptographic solution for
without the permanent risk that the confidentiality of their smartphones was out of the question.

calls is being compromised.

Rohde &Schwarz SIT has succeeded in creating a product that
reconciles high security requirements with users’ ease-of-use
expectations. The TopSec Mobile (Fig. 1) is a handy encryp-
tion device that allows users to quickly and conveniently set

Sy up secure VolP calls from a smartphone or laptop to other
users anywhere in the world.

The TopSec Mobile is a crypto headset that connects to a
smartphone over Bluetooth®. Calls are transmitted over an
Internet connection using secure voice over |IP (sVolP) tech-
nology. VolP is a global standard that offers smartphones uni-
versal and inexpensive access to the Internet over mobile net-
works and WLAN.

Fig. T The TopSec Mobile pro-
vides tap-proof, end-to-end encryp-
tion for mobile voice calls and

works with laptops and almost all

commercially available iOS and

Android smartphones.
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End-to-end security

TopSec
Mobile

TopSec
phone app

Mobile network,
WLAN

Encrypted
voice

Encrypted
voice

Connected via Smartphone

Bluetooth®

Fig. 2 End-to-end encryption with the TopSec Mobile.
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Fig. 3 The TopSec phone app: contact management and keypad for Inter-
net telephony. The green call button sets up an encrypted connection over

the TopSec Mobile; the yellow call button is for unencrypted VolP calls.
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The TopSec Mobile is a self-contained, independent security
product that protects smartphones more reliably than inte-
grated encryption solutions and avoids known vulnerabilities
of WLAN and Internet interfaces or infected apps that can
leave smartphones open to attack. All it needs is a Bluetooth®
connection to the smartphone. The TopSec Mobile itself is a
tiny headset with headphones, so the smartphone can stay
in one’s pocket, handbag or drawer. Since the user’s voice is
encrypted by the TopSec Mobile prior to transmission and is
decrypted by a TopSec Mobile at the other end, the call can-
not be tapped, even if a phone has been compromised by
malware (Fig. 2).

Mobile phones may come and go,

but TopSec Mobile remains

The TopSec Mobile is a smart solution that accommodates the
popular habit of frequently upgrading to the very latest phone
models. By using Bluetooth® to connect to smartphones, the
device can encrypt and decrypt calls. Since practically all
smartphones today offer Bluetooth® the TopSec Mobile can
work with all leading Android mobile phones and the iPhone,
which together account for around 85 % of the global smart-
phone market.

The device is also unique in that it is currently the only solu-
tion of its kind to work with the iPhone. Prior to the advent

of the TopSec Mobile, specialized encryption apps were the
only means of making tap-proof calls on the iPhone, and they
cannot generally be classed as secure. Even the encryption
solutions available on microSD cards, which typically afford
greater protection than software-only encryption apps, are not
completely secure since they do not connect directly to the
phone’s microphone.



One transmission path, multiple points of attack
Tapping calls on the smartphone itself is the easiest
method, but not the only one. Mobile VolP calls can also
be attacked over the air interface, on WLAN routers, on

the Internet and on VolIP servers (Fig. 4). Calls are also vul-
nerable to attack on UMTS or LTE connections, particularly
when smartphones are forced to fall back to GSM mode.

Tapping is easiest to carry out on the smartphone itself
due to the complexity, configurability and vulnerabilities of

SECURE COMMUNICATIONS | Crypto products

smartphone operating systems. Moreover, operating sys-
tem updates can introduce new loopholes that may take
software makers a long time to close. The sheer number
of apps available for today’s smartphones also aggravates
the problem because it is nearly impossible to guarantee
that they are all virus-free. And not all operating systems
show users the access rights to local resources granted to
the apps they download, or allow users to change them.

Security risks

S

Over the air interface

((<O))> =

On the smartphone

Fig. 4 Points of attack on mobile calls (example: VoIP calls).

Just how simple it is

All it takes to fully protect confidential calls are the following

components:

1 A smartphone or laptop with WLAN or mobile network
access

1 The TopSec Mobile

1 The TopSec phone app

To place an encrypted call, the caller opens the TopSec phone
app and chooses a contact from their personal contact list
(Fig. 3). The caller then presses the encryption call button to
call the contact’s TopSec Mobile. If the contact accepts the
call, the caller's TopSec Mobile rings. After the caller has con-
firmed the secret connection, the devices set up a secure link
— a process that takes just a few seconds.

On the WLAN router

On the Internet

()

i
¥

82| 88

On the VolP server

The TopSec phone app supports both encrypted and unen-
crypted VolP calls. Encrypted calls take place directly on
the TopSec Mobile. The device encrypts and decrypts calls
independently, without involving the smartphone or laptop.
When making secure calls, users talk and listen through the
TopSec Mobile's own microphone and speaker, effectively
eliminating any manipulation by malware.

VolP calls have to be set up through a server, and users must
be registered on the server in order to make and receive calls.
The TopSec Mobile sets up encrypted connections using SIP
and IAX2, two common signaling protocols. It works with
both public SIP servers and with the R&S®VolP-SERVER S110.
The R&S®VolP-SERVER S110 is ideal for user groups with spe-
cial security requirements who prefer to operate their own
VolIP server.

Erika Friesen
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Greater coverage from the air

The range of radiomonitoring systems depends on the fre-
quency used and a number of physical constraining factors.
This is why operators set up their stationary installations at
high elevations and equip them with tall antenna masts to
extend their range as far as possible. It is also why they oper-
ate monitoring vehicles.

Radiomonitoring systems in airborne platforms such as the

one from Rohde&Schwarz cut through these kinds of lim-

itations. Compared to stationary or mobile systems on the

ground, they offer a number of critical advantages:

1 Unobtrusive monitoring of large territories thanks to the
extensive interception range (Fig. 2)

1 Easy monitoring in hard-to-reach areas such as the open
ocean, mountainous or wooded terrain and deserts

1 Rapid redeployment to different operating locations

1 Easy tracking of objects from the air, under almost any
weather conditions and at any time of day or night

Versatility

Depending on the operational objective and the aircraft
type, the airborne radiomonitoring system can operate at
altitudes ranging from a few hundred meters to several kilo-
meters above ground level and is suitable for speeds from
approx. 140 km/h up to 325 km/h. It can be used to conduct
brief sweeps of small areas or prolonged sweeps of exten-
sive areas. A civil aircraft type was selected to carry the
Rohde &Schwarz system described here.

Prolonged sweeps of wide areas are generally conducted with
the aim of intercepting signals from a long distance for subse-
qguent evaluation in a central office or of scanning a large ter-
ritory for specific radio emissions. Short missions, by compar-
ison, are confined to a limited area and conducted to identify
the specific location of known radio signal sources and track
them, often in collaboration with task forces on the ground.
Scenarios typically involving radiomonitoring from the air
include border protection, policing, emergency services,
counter-terror or counter-piracy operations, and the protec-
tion, supervision and support of task forces on the ground.

A closer look at the airborne

radiomonitoring system from Rohde & Schwarz
The new DA42M-NG COMINT system is an EASA-certified,
powerful and cost-efficient airborne radiomonitoring solution.
Fitted with the latest radiomonitoring and radiolocation equip-
ment from Rohde&Schwarz, the aircraft is capable of inter-
cepting and analyzing signals reliably.

RADIOMONITORING / RADIOLOCATION | comINT systems

Fig. 1

computer.

The flight plan is entered in the flight management system

Thorough mission planning -

a prerequisite for effective signal interception

Effective use of airborne COMINT systems calls for thorough
planning. The air route and altitude, the start and duration of
the operation, and the parameterization of the sensor systems
installed in the aircraft need to be defined and coordinated
with the crew prior to takeoff. This is done according to the
task in hand as well as other factors such as the operational
and threat situations, the carrier platform’s technical specifica-
tions and the monitoring sensors on board.

The pilot must then record the flight parameters in a detailed
flight plan which is usually entered directly into the plane's
flight management system (Fig. 1). This makes it easier for the
pilot to watch the surrounding airspace during the flight and
to follow the flight plan. Prior to takeoff, the operator transfers
specific configuration files to the on-board radiomonitoring
systems containing instrument settings previously prepared in
the central office on the ground. This sets up the equipment
for the planned mission and ensures that the systems are
immediately ready for use following takeoff.

Interception range

Interception range
approx. 160 000 km?

~230 km ~230 km

Fig. 2 An airborne radiomonitoring system has greater coverage, sub-

stantially increasing the signal interception range.
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Fig. 3 The aircraft fitted with the DA42M-NG
COMINT system (above). In the standard ver-
sion, the R&S®ADD 107 and R&S®HEL00 anten-
nas and the FLIR UltraForce 350 camera are

mounted externally (right).

A multipurpose airborne platform

The airborne platform is based on a special variant of the DA42,
a twin-engine aircraft made by Diamond Air, an Austrian air-
craft manufacturer (Fig. 3). The DA42M-NG, also known as a
multipurpose platform (MPP), was specially prepared by its
manufacturer for the installation of electronics systems in order
to minimize the noise and infrared signature in operations.
Thanks to the aerodynamic design of its carbon-fiber fuselage
and its two fuel-efficient engines, the plane is economical to
operate, allowing prolonged sweeps over extensive areas. The
system operator’s station is immediately behind the pilot’s seat.

A scalable monitoring system

optimized for airborne platforms

The standard version of the DA42M-NG COMINT system

can perform direction finding on radio signals in the fre-
quency range from 20 MHz to 1300 MHz. It is capable of
intercepting and monitoring up to four radio signals between
20 MHz and 1300 MHz concurrently while digitally recording

48
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intermediate frequency signals across a wide band for later
evaluation on the ground. Fitted to the belly of the aircraft are
an R&S®PADD 107 compact DF antenna and an R&S®HE500
broadband active receiving antenna (Fig. 3). An R&S®DDF 255
digital direction finder and an R&S®ESMD wideband moni-
toring receiver are installed in the rear section of the aircraft
(Fig. 4). IF signals are recorded on an R&S®GX460 (AMREC)
digital wideband storage device installed in the nose (Fig. b).
A high-precision inertial navigation system, also installed in
the nose, provides the information on the aircraft's position
and attitude needed for radio direction finding (Fig. 5). Dur-
ing monitoring flights, the system operator controls the equip-
ment using the R&S°RAMON COMINT/CESM software. This
software runs on a ruggedized laptop installed on the back of
the pilot's seat and enables the operator to observe and ana-
lyze received radio signals continuously. A separate, high-
resolution display allows the operator to arrange the system
software’s control and information windows efficiently and
ergonomically (Fig. 6).

Photo: Author



Fig. 4 The R&S®DDF 255 digital direction finder and the R&S®ESMD

wideband monitoring receiver

Expansion options and equipment variants

A high-performance camera can be added to the standard
DA42M-NG COMINT system. In combination with the radio
signal locating equipment, this add-on enables the system
operator to visually identify and track objects at distances of
up to several kilometers — even in complete darkness, thanks
to thermal imaging.

The system can be equipped with a secured radio data link
which, if required, can automatically set up a direct micro-
wave link to a ground station or, alternatively, a data link via a
satellite. This provides the aircraft with a reliable connection
to a ground station or to another similarly equipped aircraft —
to enable simultaneous signal location, for example.

R&S®GX 435, which supports enhanced, fully automatic sig-
nal detection and classification, can be incorporated to multi-
channel signal analysis perform on complex radio emissions
from the air. For users who need radiomonitoring capabilities
for satellite communications systems, equipment variants are
available based on the R&S®GSA family of satellite monitoring
products (Fig. 7).

Professional system integration and customer-
specific system design

The Rohde&Schwarz radiomonitoring system for airborne
platforms comes with a comprehensive service package pro-
vided in collaboration with well-known, certified aircraft man-
ufacturers and integration partners, who help ensure that sys-
tems are installed in aircraft according to professional stan-
dards. Once the systems have been installed, the aircraft are
certified by the partner organizations. Certification is con-
ducted specifically for each carrier platform and each specific
project in line with current regulations governing civil and mil-
itary aviation.

RADIOMONITORING /
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Fig. 5 The R&S®GX460 (AMREC) digital wideband storage device,

installed behind the inertial navigation system.

Fig. 6 The operator’s station
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communications.

Using an airborne radiomonitoring system to monitor satellite
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Besides custom radiomonitoring systems such as the
DA42M-NG COMINT, other customer-specific systems are
also available. Rohde &Schwarz offers a variant for non-
permanent use in specially equipped aircraft (Fig. 8). This
enables users to operate the system inexpensively and on a
flexible basis in a plane or helicopter, a vehicle or in a station-
ary installation. Another advantage is that aircraft can be re-
equipped for other applications quickly and easily when the
system is removed.

Summary
Rohde&Schwarz radiomonitoring systems in airborne plat-
forms open up a wide range of potential applications. Besides
the integrated DA42M-NG COMINT system described here,
the company can supply non-permanent and customized air-
craft-installed systems that are certified for civil and military
aviation.

Henrik Rausch

More information

1 Rohde&Schwarz equipment and systems:
http://www.2.rohde-schwarz.com (search for type designation)

1 Manufacturer information from Diamond Air on the DA42M-NG platform
http://www.diamond-sensing.com/index.php?id=2240

1 Manufacturer information from FLIR on the optional high-resolution camera system
http://gs.flircom/surveillance-products/ultraforce-350hd

1 Manufacturer information from SCOTTY on the optional data transmission system
http://www.scottygroup.com/scotty_diamond_da42mpp

Fig. 8 Example of a
radiomonitoring sys-
tem for non-perma

nent installation in an

aircraft.
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Condensed data of the DA42M-NG COMINT

Crew
Standard equipment

Optional add-ons

Signal interception
range

DF accuracy
Operating altitude
Operating speed

Flight duration

Range

1 pilot, 1 operator

R&S®DDF 255 digital direction finder,
R&S®ESMD wideband monitoring
receiver, R&S®GX 460 (AMREC)

digital wideband storage device,
R&S®RAMON COMINT/CESM software
FLIR Ultraforce 350 camera system,
R&S®GX 435 multichannel signal anal-
ysis, R&S®GSA family of satellite moni-
toring systems

up to 300 km™

typ. 5° RMS?

up to 5500 m above sea level (FL180)
approx. 140 km/h to 325 km/h

(75 KIAS to 176 KTAS)

up to 12 h,

typ. 6 hto 8 h¥

up to 2000 km, typ. 1000 km?®

1) The signal interception range depends, for example, on the frequency, the
aircraft altitude and the transmitter’s signal strength.

2) The DF accuracy depends, for example, on the frequency as well as the sys-
tem calibration and where and how the system is installed. Accuracy can be
improved by calibrating the system.

3) The maximum flight duration and range can vary due to a number of factors,
including altitude and speed.
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Help in the urban jungle:
reliable direction finding in urban areas

Direction finding in urban areas

In an environment with numerous obstacles such as an urban
area, a radio direction finder is confronted with the phenom-
enon of multipath propagation. Due to reflections of radio
waves on building facades and other obstacles, the radio
direction finder receives wave components from completely
different directions in addition to the direct incident wave from
the direction of the radio transmitter (Fig. 1). In many cases,
the direct path from the direction of the radio transmitter to
the direction finder is also obstructed so that the bearing is
computed primarily based on reflected radio waves. This can
result in the bearing display fluctuating to some extent. These
fluctuations continue while the DF vehicle is in motion. Never-
theless, experienced operators can in many cases determine
a direction trend and approach the source of the radio signal.
However, the direction of travel must sometimes be changed
completely because the detected strong signal was actually a
reflected signal component. Overall, this is a time-consuming
process that demands a certain level of experience.

An intelligent solution: Even inexperienced users
can reliably locate the emission of interest

The new Mobile Locator function provided by the R&S®RAMON
Locate software now allows users to elegantly solve this
problem. As soon as the DF vehicle begins moving and the
new function is activated, current bearings are recorded.
After a certain time, the software uses a special algorithm

to compute, based on the recorded bearings, a geographi-

cal area in which the radio transmitter is most likely located.
The software overlays this area in the digital map in the
R&S®MapView application in the form of a probability map
with color shadings (Fig. 3). This provides the operator with
an initial indication of the direction and place where the radio
transmitter of interest might be located. During ongoing travel
in the DF vehicle, the software continues making emitter loca-
tion computations using newly obtained bearings until after

a while it displays the emitter location in the form of a red

circle on the map (Fig. 2). The radio transmitter has now been
located with relatively good accuracy and can be approached
with the vehicle for closer investigation. What's best about
this? The new function is so intelligent and convenient to use
that even untrained or inexperienced users can still reliably
determine the location of an emission of interest.

Applicable signals and surroundings

Mobile Locator was developed to locate a radio signal on a
fixed frequency. A change in the center frequency of the radio
direction finder outside the currently set DF bandwidth auto-
matically leads to a restart of the computational algorithm.
The software is used on mobile platforms such as vehicles in
conjunction with only a single radio direction finder.

Fig. 1

the radio signal of interest from multiple directions.

Due to multipath propagation in urban areas, the vehicle receives
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Fig. 2 Map display with R&S®MapView in the DF vehicle. The yellow circle indicates the vehicle’s current position while

the black line shows the current line of bearing. The red circle indicates the computed location of the radio transmitter.

The route of the DF vehicle is shown in purple in Figs. 2 and 3.

File View Map Help
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Fig. 3 Probability map overlaid on the digital map. The direction of the radio transmitter is clearly recognizable
although its precise location has not yet been calculated. Once a consistent and stable computation of the emitter

location is possible, it is displayed on the map. The probability map is continually updated.
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The main focus during the design of the software was to
ensure that even inexperienced users can rapidly and conve-
niently obtain correct DF results. Expert users can still cus-
tomize certain Mobile Locator parameters to make special
adaptations to suit the current geographical surroundings.
One example is the scaling of the probability map, which is
updated at selectable time intervals. Moreover, parameters
such as the size of the DF data buffer used for computing
the emitter location, values for starting the emitter location
computation (triggers) as well as parameters that influence
the consistency of the emitter location computation can be
modified. Experienced users will quickly learn to modify the
parameter settings in order to further improve the reliability of
the computations.

RADIOMONITORING / RADIOLOCATION | comINT systems

For all radio direction finders from Rohde & Schwarz
The PC user interface included with every current radio direc-
tion finder from Rohde &Schwarz provides an interface to the
Mobile Locator function and is available in all DF systems
with the following radio direction finders: R&S®DDF007,
R&S®DDF 205, R&S®DDF 255, R&S®DDF550, R&S®DDFOxE
and R&S®DDFOxA.

Fig. 4 shows a vehicle equipped with the R&S®ADD 107 com-
pact DF antenna, which is attached to the vehicle roof using
an adapter with magnetic mount. The direction finder is con-
trolled via the PC user interface on a laptop, for example. The
R&S®RAMON Basic, R&S°RAMON Locate and R&S®MapView
software modules are installed on the PC. Once the software
is started, reliable direction finding in urban surroundings is
no longer a problem.

Jurgen Koppitz

Fig. 4 DF vehicle with the R&S®ADD 107 compact DF antenna (20 MHz to 1.3 GHz) and the R&S®DDF007 digital direction finder (in vehicle, not visible).

Photo: Oliver Sichelschmid, Rohde & Schwarz
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Topping-out ceremony at Rohde & Schwarz in Teisnach

Additional investment in Teisnach facilities:
The new production building at the company
grounds in Teisnach will cost well above
EUR 10 million. The total production space
will be increased to more than 62 000 square
meters. The Executive Board, politicians and

Global Excellence

in Operations

ST L

construction companies met to celebrate
the topping-out ceremony at the end of
September. Construction began in March
2012. The project is planned for comple-
tion in July 2013.

Along with President and COO Christian Leicher (left) and Teisnach Plant Manager Johann Kraus
(right), the Bavarian Minister of Economic Affairs Martin Zeil spoke at the topping-out ceremony.

Renaming of DVS GmbH

The Hanover-based company DVS Digital
Video Systems GmbH began operating under
the name Rohde & Schwarz DVS GmbH

in July 2012. The Rohde &Schwarz group
acquired the hardware and software special-
ist for professional film and video post pro-
duction in December 2010. However, the
company and its 130 employees will remain
an independent organization within the
group of companies. To better serve the mar-
ket with both Rohde &Schwarz and DVS
products, the two companies are combining
their sales activities.

Rohde & Schwarz acquires
SwissQual

Rohde &Schwarz integrates SwissQual, a
leading provider of systems for measuring
and assessing the quality of service (QoS) in
wireless networks, into the Rohde &Schwarz
group of companies. Through the acqui-
sition of SwissQual, founded in 2000,

Rohde &Schwarz will be in a position to even
better and more fully address the drive test
market with a complete industry-leading
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technological offering. SwissQual will
be referred to as “SwissQual AG —

A Rohde&Schwarz Company” in exter-
nal communications. The company head-
quarters in Zuchwil, Switzerland, and

all regional locations and structures will
be retained. The two companies already
have a sales partnership for the smart-
phone-based test mobile phone for the
R&S®ROMES2GO walk test system that
was developed by SwissQual.

New partnership for the EMC
market in North America

In the USA and Canada, Rohde &Schwarz
has taken over the sales of anechoic
chambers and shielded rooms from

the Albatross Projects Group. Produc-
tion, sales and service of complete EMC
systems are now available from a sin-
gle source. The agreement is the logi-
cal continuation of a successful partner-
ship going back more than 20 years. For
this purpose, Albatross has set up a new
subsidiary called AP Americas in Flower
Mound, Texas.

The launch of the new R&S®AVHE 100 head-
end has been a success (see article on

page 36 of this issue). The headend was
presented for the first time at IBC 2012

in Amsterdam where it won the coveted

TV Technology STAR Award. Even before
the trade fair, Bayerischer Rundfunk (BR),
Bavaria’s public broadcasting service, had
already made the decision to use the head-
end for its current DVB-T2 test operations. In
Munich and the surrounding area, BR broad-
casts one program in high definition (HD)
and several programs in standard definition
(SD). This was preceded by sophisticated
testing performed by BR and ARGE RBT (a
technical consortium of the German pub-

lic broadcasters) to verify the stability and
quality of the components that were to be
used. In addition, the innovative system is
being set up as part of the installation of

a new headend in a central Asian country.
Rohde&Schwarz received the order from Hil-
tron, a German system integration company.
The major factor for the decision in favor of
the R&S®AVHE 100 was its compact design.

b fes ke
@ hudinivideo headend




In September 2012, the ILA Berlin Air Show
was held for the first time at the new

Berlin ExpoCenter Airport. The trade fair
saw record attendance of 1243 exhibitors.
Rohde&Schwarz debuted its electronic man-
ufacturing services (EMS) for the aerospace
industry: Rohde &Schwarz Messgeratebau
in Memmingen develops and manufactures
technical components, instruments and sys-
tems for companies in this field. In addition,
Rohde&Schwarz presented a COMINT sys-
tem for airborne deployment (see article at
lower right) for the first time.

In October, Rohde &Schwarz held one-day
customer seminars on the topic of EMC stan-
dardization and new solutions for EMS mea-
surements. The new R&S®ESR test receiver
was introduced as well (see page 22 of this
issue). During the hands-on workshop, par-
ticipants were especially impressed by the
high measurement speed of the receiver. A
total of 300 participants attended the semi-
nars in Munich, Ulm, Nuremberg and Fried-
richshafen. This positive resonance illustrates
how EMC remains a very current topic.

In mid-July, the first Plugfest hosted by the
MHL Consortium (mobile high-definition link)
took place in Taipei. MHL makes it possible
to transmit high-resolution video and audio
content from smartphones and tablet PCs
to high-resolution TV displays. The objective
of the event host, MHL LLC, was to test and
compare the compatibility and dependability
of the different MHL instruments with each
other. Of the almost 80 participants from 26
companies, Rohde &Schwarz successfully
presented its R&S®VTE video tester.

In 2012, Rohde &Schwarz began taking mea-
surements using its new airborne COMINT
system (see page 46 of this issue). A twin-
engine Diamond Air DA42M-NG certified by
the European Aviation Safety Agency (EASA)
and equipped with Rohde & Schwarz direc-
tion finders, antennas and receivers flew pre-
programmed autopilot routes and circles

Tl ——
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at altitudes between 4000 and 13000 feet
(1.2 km to 4 km) south of the Allgau Airport
in Memmingen. At the same time, a transmit-
ter mast on the roof of the Rohde & Schwarz
plant in Memmingen emitted multiple fre-
quency series to the aircraft, making it possi-
ble to test the performance of the DF system
onboard the aircraft.
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Whatever your DUT,
they will characterize it.

Network analyzers from Rohde & Schwarz lead in technology and ease of use —
in all classes, for any application.

www.rohde-schwarz.com/ad/nwa

Efficient

R&S®ZNB and R&S®ZNC: Instruments with
high measurement speed and wide dynamic
range for the lab and in production. Largest

Universal touchscreen on the market for intuitive,
R&S®ZVL: A network and spectrum easy operation.
analyzer in one, battery operable

50Qo0r75Q.

Mobile
R&S®ZVH: Cable and antenna
analyzers for rough field use.
Specifically designed for insta
and maintaining antenna

Demanding

R&S®ZVA and R&S°®ZVT: High-end
network analyzers for demanding
measurements on mixers and amplifiers.
For up to 500 GHz, with up to 8 test ports
and 4 independent generators.
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